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Paraphrased…
The user must CAREFULLY check if
results are correct BEFORE using in
treatment.
A USER SHOULD VERIFY THE RESULTS
THROUGH INDEPENDENT MEANS until the
USER’S PROFESSIONAL CRITERIA IS
SATISFIED.

We make dangerous things.
There are no designed-in
safety locks.
It’s your fault if
anything goes wrong.
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Why safety locks?

1292 pages
“beautifully written introduction to
design of algorithms”
“the bible of the field”
“best textbook ever seen”

1. People make slips
2. Safety locks stop some slips causing harm
3. Bad design allows slips to cause harm

“We do not address
error-handling”

Java

Java

System.out.println(12345678
+8765432l)

System.out.println(1111111111
+1111111111)
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System.out.println(12345678
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Learned?
happens everywhere

•

Human slips get incorrect results

•

Slips go undetected

•

Applications do not provide “safety locks”

•

Bad design causes errors

• Errors always
happen

• Safety locks

reduce errors
and their
consequences

93% of nurses make numerical errors

I D Kapborg, “Calculation and administration of drug dosage by
Swedish nurses, student nurses and physicians,” Int J Quality in
Healthcare, 6(4):389-395, 1994.
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If we know that, why aren’t there safety locks?
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Institute for Safe Medication
Practices Canada®
Institut pour l’utilisation sécuritaire
des médicaments du Canada®
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22 keystrokes
Four problems
• Calculators
• People

make slips

• Calculators
• Things

are different

don’t detect or block errors

will go wrong

only
blocks
2 errors

Safety locks block slips
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Patient dies
Log shows 55 mg
Should be 5.5 mg
Nurse at fault
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what can we
achieve with
safety locks?

blocks 35 types
of error

blocks 35 types
of error

• Where’s the
safety lock?

• You cannot make

data entry errors
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halve the
death rate
Number entry is ubiquitous: it is required in many fields including science, healthcare, education, government, mathematics and finance. People entering numbers are to be expected
to make errors, but shockingly few systems make any effort to detect, block or otherwise
manage errors. Worse, errors may be ignored but processed in arbitrary ways, with
unintended results. A standard class of error (defined in the paper) is an ‘out by 10
error’, which is easily made by miskeying a decimal point or a zero. In safety-critical
domains, such as drug delivery, out by 10 errors generally have adverse consequences.
Here, we expose the extent of the problem of numeric errors in a very wide range of systems. An analysis of better error management is presented: under reasonable
assumptions, we show that the probability of out by 10 errors can be halved by better
user interface design. We provide a demonstration user interface to show that the approach
is practical.
To kill an error is as good a service as, and sometimes even better than, the establishing of
a new truth or fact.
(Charles Darwin 1879 [2008], p. 229)
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Why safety locks?

with the seemingly trivial issue of processing number
entry.

1. INTRODUCTION
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At first sight, typing numbers is such a mundane task
that it seems not to merit a second glance. Naturally,
when it comes to entering numbers, humans are prone
to make errors, but—astonishingly—many systems
make no effort to detect or manage possible errors,
causing incorrect and unpredictable results. This
paper exposes the extent of this problem in a wide
range of systems. We show that the problem cannot
be dismissed merely by blaming the user: indeed, we
show that some system logs, which might otherwise be
thought of as a formal record of user actions, cannot
be relied on to assign blame.
Systems should be designed to manage errors, as
errors will always eventually occur regardless of user
skill or training. We therefore show how better designs
for number entry may be approached; we present a new,
improved user interface for preventing many number
entry errors, and we argue that the new approach can
approximately halve the probability of an important
class of adverse events arising from number entry error.
We note that problems with complex software are
widely recognized (Leveson 1995; Fox et al. 2009;
Hoare 2009; Jackson 2009), but, to our knowledge, this
article is the first to report the extent of serious problems

2. WIDESPREAD PROBLEMS WITH REAL
SYSTEMS
Entering numbers seems like an apparently routine
task, but it is in fact less dependable than it appears.
Figure 1a shows an everyday example, here taken
from Microsoft Excel (or Apple Numbers; the two
applications behave in essentially the same way for
the purposes of this paper). Two columns of numbers
are supposed to be added up. In figure 1, the column
totals should be the same, but small typing errors
make the totals incorrect without any warning, even
though no user is likely to want things that look like
numbers (e.g. ‘3.1’) to be treated as anything but the
numbers they seem to be. Using Excel’s ‘show precedents’ feature, there is no indication that there is a
problem (see figure 1b). And with frankly devious use
of the formatting functions, even greater errors are possible, as in figure 1c—though we note that it is very easy
to lose track of formatting, and the type of error illustrated here could arise by accident and be very hard
to track down.
The examples in figure 1 illustrate the problems: the
errors, whether caused intentionally or through accidental slips, are not immediately obvious to a casual glance,
though for illustrative purposes the examples are not so

1. People make slips

2. Safety locks stop (some) slips causing harm
3. Bad design allows slips to cause harm
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ideas
1. Safety locks work
2. They aren’t difficult to program
3. They save lives
4. Go and put them in!

Press On
Principles of interaction programming
MIT Press, 2007

Only
200K hb / 150K pb
£25 hb / £18 pb
mitpress.com/presson

…Think of a dose
…Say, 5•5
…Sometimes make slips
…Enter 5•5 58 5••5 etc
…Classify out-by-ten errors
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